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Hacktivism 

Different Motivation – Different Attacks 
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Money 

Targeted Attacks 

Sabotage Espionage 

DDoS 

Defacement 

Banking Trojan 

Extortion 

Scam 



New malware variants per day (globally) 

• On average 600’000 new variants / day at end of 2012 

• A lot due to polymorphic runtime packers and file infectors 
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Ransomware 

•Blocks a user’s PC and demands money 

•Usually masked as a legal police action 
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Ransom Payment 

• User needs to buy paysafe/UCash/MoneyPak for 50-200$ 

• The payment PIN is sent to the attacker’s C&C server 

• The computer is rarely unlocked  
at this point 
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Enter PIN 

Enter PIN 
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Who’s Behind It? 

• At least 16 separate gangs involved in the current campaigns 

• Many of the gangs did also banking Trojans or Fake AV 

• Some have earnings of over $500,000 per month 

• In our analysis 2.9% of the users paid up 
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I bet you know someone 

who once lost his phone 
with important data on it! 



Top mobile threats 
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Android Malware 

• Making money with premium SMS 

• Mobile BotNets exist already 

• DriveBy Downloads possible 

• Privacy is also an issue 
 

• Devices are often not managed 

Heavy use of 
social engineering 

Fake app markets 

Unique  (bad) App 
every time 

Sends Premium 
SMSs 
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Android Malware statistics 

• 224 Android malware families in December 2012 

• 150‘000 different sample variants 

Variants of Android malware samples 



Top 50 Schädlinge 
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Where is your critical data 
and who can access it? 



Examples of targeted attacks 
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Hydraq/Aurora 

DEC 2009 

W32.Stuxnet 

JUN 2009 

Hydraq 

Ghostnet 

JUN 2008 

Night Dragon 

FEB 2011 

Trojan.Taidoor 

FEB 2012 

台
门 

LuckyCat 

FEB 2012 

Elderwood 

SEP 2012 

W32.Duqu 

[dyü-kyü] 

SEP 2011 



Information Theft 
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Information is 

source of wealth  
&  

power 

Types of Info 

Designs 

Business Plans 

Financial Info 

Personnel Info 
Information is 

a key asset of  
any organization 



Top 10 sectors of targeted attacks  
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Symantec Security Response 



Targeted attacks do happen daily 

• Small business often targeted, because not well protected,           
but connected to others 
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Targeted attacks / day 

Trendline 
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How Are The Attacks Carried Out? 

 



Some groups do have many 0-days & large resources 
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2010 2011 2012 

June, 2011 

CVE -2011-2110 

April, 2011 

CVE -2011-0611 

March, 2011 

CVE -2011-0609 

August 15, 2012 

CVE -2012-1535 

May 30, 2012 

CVE -2012-1889 

December, 2010 

CVE -2010-0249 

April 24, 2012 

CVE -2012-0779 

May 7, 2012 

CVE -2012-1875 

The elderwood gang used 4 0-days in 2012 alone 



Protection 
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Information 

Encryption 

Endpoint  

Security 

DLP 

Backup Strong  
Authentication 

Patch Management 

System  
 

Hardening 



Thank you! 
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Q&A 

 

Merci de votre attention! 


